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Public Records — Municipalities — Emails —
Addresses— Disclosure Requirements -
Exemptions — Code Section 36-12-40 —
Montgomery County

Although email addresses of the citizens of
the Town of Pike Road (“Town™) are
public records pursuant to section 36-12-40
of the Code of Alabama, they are exempt
from disclosure.

The town clerk, as the custodian of records
for the Town of Pike Road, is authorized to
determine which public records are subject
to disclosure, subject to limitations
established by the governing body of the
Town.

Each request for public records’ disclosure
must be considered on its own merits, with
public policy generally favoring
disclosure. The question of whether a
disclosure would result in undue harm or
embarrassment to an individual, or
adversely affect the public interest, is a
factual question. The party refusing
disclosure has the burden of proving that
the writings or records sought are within
the exception.

Dear Mrs. Copeland:

This opinion of the Attorney General is issued in response to your request
on behalf of the Town of Pike Road.
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QUESTIONS

Are the email addresses of the residents of the
Town of Pike Road, which are maintained in a database
of the Town, public records?

If so, are the email addresses of the residents of
the Town subject to disclosure?

Who makes the determination of what public
records are subject to disclosure?

What guidelines should be followed in making
the determination?

FACTS AND ANALYSIS

According to your request, the Town has compiled a database containing
many of the email addresses of the residents of Pike Road. From time to time,
the Town receives public records requests’ for the email addresses contained in
the database. The town clerk, as custodian of records, is responsible for
receiving all requests for public records, evaluating the request, and providing
documents that have been requested. Currently, the town clerk has under
consideration a public records’ request from a private citizen who publishes a
local newsletter in which he asks for the email addresses of the residents of the
Town. Presumably, he or she desires to expand distribution of the newsletter in
electronic format to the email addresses if they are provided.

Section 36-12-40 of the Code of Alabama states as follows:

Every citizen has a right to inspect and take a
copy of any public writing of this state, except as
otherwise expressly provided by statute. Provided
however, registration and circulation records and
information concerning the use of the public, public
school or college and university libraries of this state
shall be exempted from this section. Provided further,
any parent of a minor child shall have the right to
inspect the registration and circulation records of any
school or public library that pertain to his or her child.
Notwithstanding the foregoing, records concerning
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security plans, procedures, assessments, measures, or
systems, and any other records relating to, or having an
impact upon, the security or safety of persons,
structures, facilities, or other infrastructures, including
without limitation information concerning critical
infrastructure (as defined at 42 U.S.C. § 5195c¢(e) as
amended) and critical energy infrastructure information
(as defined at 18 C.F.R. § 388.113(c)(1) as amended)
the public disclosure of which could reasonably be
expected to be detrimental to the public safety or
welfare, and records the disclosure of which would
otherwise be detrimental to the best interests of the
public shall be exempted from this section. Any public
officer who receives a request for records that may
appear to relate to critical infrastructure or critical
energy infrastructure information, shall notify the
owner of such infrastructure in writing of the request
and provide the owner an opportunity to comment on
the request and on the threats to public safety or
welfare that could reasonably be expected from public
disclosure on the records.

ALA. CODE § 36-12-40 (Supp. 2012) (emphasis added).

This Office has not previously had occasion to determine whether section
36-12-40 of the Code requires the release of private email addresses maintained
within a public entity. This Office has, however, on several occasions,
addressed the issue of whether personal information such as home addresses and
telephone numbers are subject to disclosure as a public record. Opinion to
Honorable F. Michael Haney, Attorney for the Water Works Board of the City of
Gadsden, dated March 14, 2000, A.G. No. 2000-102; opinion to Honorable Chris
Goulart, Chairman, Daleville Water Works and Sewer Board, dated October 27,
1997, A.G. No. 98-00019; opinion to Honorable Aubrey Belk, Fayette County
Commission, dated September 15, 1995, A.G. No. 95-00323; opinion to
Honorable Cecil M. Ward, Baldwin County Emergency Communications
District, dated June 30, 1995, A.G. No. 95-00250; opinion to Honorable
James A. Dunn, Chairman, Calhoun County Commission, dated May 30, 1991;
A.G. No. 91-00287. ‘

In those opinions, this Office has consistently stated the following:

In the Opinion to Honorable James A. Dunn, it was
stated that while the data base (which included home
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address and telephone number) is a public record, it
should not be disclosed except to those persons or
entities who have a valid reason for seeking that
information from the data base. Records need not be
disclosed where the purpose is purely speculative or
from idle curiosity . . . .

Haney at 2-3, citing Goulart at 4 (parenthetical in original).

More recently, in determining that home telephone numbers are not
subject to disclosure, this Office has emphasized that information that is more
personal than public is not subject to disclosure. Opinion to Honorable Kim T.
Thomas, Commissioner, Alabama Department of Corrections, dated December 6,
2012, A.G. No. 2013-013 at 6; opinion to Honorable E. Shane Black, Attorney,
City of Athens, dated March 13, 2012, A.G. No. 2012-045 at 5, both citing
Blankenship v. City of Hoover, 590 So. 2d 245, 250 (Ala. 1991).

The Alabama Supreme Court has also commented that, absent legislative
clarification, the courts must apply a “rule of reason.” Stone v. Consol. Publ’g
Co., 404 So. 2d 678, 681 (Ala. 1981). Therein, the court stated the following:

Recorded information received by a public officer in
confidence, sensitive personnel records, pending
criminal investigations, and records the disclosure of
which would be detrimental to the best interests of the
public are some of the areas which may not be subject
to public disclosure. Courts must balance the interest of
the citizens in knowing what their public officers are
doing in the discharge of public duties against the
interest of the general public in having the business of
government carried on efficiently and without undue
interference.

Id. (emphasis added).

This Office has not located any Alabama case addressing the disclosure of
email addresses as a public record. Federal courts, however, in application of
the Freedom of Information Act, 5 U.S.C. 552, have recognized that the
determination to release government records containing information related to a
particular individual requires a balancing of the “individual’s right of privacy
against the preservation of the basic purpose of the Freedom of Information
Act....” Dep't of Air Force v. Rose, 425 U.S. 352, 372, 96 S. Ct. 1592 (1976).
In so doing, they have concluded that the personal email addresses of private
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individuals are not subject to disclosure. See, e.g., Shurtleff v. U.S. E.P.4, 2012
WL 4472157, slip op. at 20 (D.D.C Sept. 25, 2012) (individual’s non-
de minimus privacy interest in personal email addresses outweighed public
interest); Gov't Accountability Project v. U.S. Dep’t of State, 699 F. Supp. 2d
97, 106 (D.D.C. 2010) (release of personal email addresses would constitute a
clearly unwarranted invasion of privacy).

It is worth noting that email addresses, unlike telephone numbers and
home addresses, are not otherwise generally accessible to the public. There is
no generally published “phone book” for email addresses. Arguably, therefore,
email addresses are more private than phone numbers. This Office is also aware
that the security of computers and computer networks from malicious software
and viruses surreptitiously hidden in emails is of significant importance to most
individuals. Therefore, emails from unknown sources are generally not
desirable.

Accordingly, it is the opinion of this Office that privacy interests in email
addresses for the citizens of the Town of Pike Road outweigh the public interest
in the expansion of the circulation of a privately published newsletter. Thus,
the public disclosure of these private email addresses would be detrimental to
the best interests of the public and not be required by section 36-12-40 of the
Code.

With respect to guidelines for future requests, this Office has previously
stated that the custodian of records, who in this case is the town clerk, generally
“has the authority to regulate the manner in which the records are inspected and
to set reasonable limitations upon access to records to preserve the integrity of
the records.” Haney at 2, citing Blankenship v. City of Hoover, 590 So. 2d 245,
250 (Ala. 1991). Of course, this authority is subject to the limitations
established by the governing body of the Town.

Further, as this Office stated in Goulart:

Each request for disclosure will have to be
considered on its own merits, with public policy
generally favoring disclosure. The question of whether
or not a disclosure would result in undue harm or
embarrassment to an individual, or adversely affect the
public interest is a factual question. The party refusing
disclosure has the burden of proving that the writings
or records sought are within the exception . . . .

Goulart at 4, quoting Belk & Ward.
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CONCLUSION

Although email addresses of the citizens of the Town of Pike Road are
public records pursuant to section 36-12-40 of the Code of Alabama, they are
exempt from disclosure.

The town clerk, as the custodian of records for the Town of Pike Road, is
authorized to determine which public records are subject to disclosure, subject
to limitations established by the governing body of the Town.

Each request for public records’ disclosure must be considered on its own
merits, with public policy generally favoring disclosure. The question of
whether a disclosure would result in undue harm or embarrassment to an
individual, or adversely affect the public interest, is a factual question. The
party refusing disclosure has the burden of proving that the writings or records
sought are within the exception.

I hope this opinion answers your questions. If this Office can be of
further assistance, please contact Ben Baxley of my staff.

Sincerely,

LUTHER STRANGE
Attorney General

BRENDA F. SMITH
Chief, Opinions Division
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